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Identity Theft and Fraud 
Your Resource Toolkit

Credit Reporting Agencies
Agency	 Web address	 Order Reports	 Fraud Units
Equifax	 equifax.com	 800-685-1111	 800-525-6285
Experian	 experian.com	 888-397-3742	 888-397-3742
TransUnion	 transunion.com	 800-888-4213	 800-680-7289

Free credit reports
AnnualCreditReport.com	 Mail request form to: 
877-322-8228	 Annual Credit Report Request Service 
	 P.O. Box 105281
	 Atlanta, GA 30348-5281

Get off mailing lists
Direct Marketing Association	 dmachoice.org/register.php
Opt Out (888-5OPT-OUT)	 optoutprescreen.com
Catalog Choice	 catalogchoice.org

Identity theft fact sheets

Federal Trade Commission	 ftc.gov/idtheft (877-ID-THEFT)
Protecting Kids’ Privacy	 consumer.ftc.gov/topics/protecting-kids-online
OnGuard Online	 onguardonline.gov
CFPB	 �files.consumerfinance.gov/f/201207_cfpb_consumer- 

advisory_check-your-credit-score-every-year.pdf
Organization contacts

Better Business Bureau	 bbbonline.org
Privacy Rights Clearinghouse	 privacyrights.org
Call for Action	 callforaction.org/projects/identity-theft

Protect your computer
	 download.cnet.com/windows
	 killdisk.com
	 lavasoft.com
	 onguardonline.gov

Report theft or fraud
Federal Trade Commission	 ftc.gov/bcp/edu/microsites/idtheft/
Internet Crime Complaint Center	 IC3.gov
Treasury Inspector General	 treasury.gov/about/organizational-structure/ig/Pages/OigOnlineHotlineForm.aspx
-Fraud Referral Hotline: 800-359-3989

Resources
Victims’ rights	 identitytheft.gov/Know-Your-Rights
Military families	 consumer.ftc.gov/features/feature-0009-military-families
Medical privacy	 hhs.gov/hipaa
Child identity theft	 idtheftcenter.org/Fact-Sheets/fs-120.html

https://www.equifax.com/personal/
https://www.experian.com/
https://www.transunion.com/
https://www.annualcreditreport.com/index.action
https://dmachoice.thedma.org/register.php
https://www.optoutprescreen.com/
https://catalogchoice.org/
https://www.consumer.ftc.gov/features/feature-0014-identity-theft
https://www.consumer.ftc.gov/topics/protecting-kids-online
https://www.consumer.ftc.gov/features/feature-0038-onguardonline
https://www.google.com/search?q=%07files.consumerfinance.gov%2Ff%2F201207_cfpb_consumer-advisory_check-your-credit-score-every-year.pdf&oq=%07files.consumerfinance.gov%2Ff%2F201207_cfpb_consumer-advisory_check-your-credit-score-every-year.pdf&aqs=chrome.0.69i59.2354j0j9&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=%07files.consumerfinance.gov%2Ff%2F201207_cfpb_consumer-advisory_check-your-credit-score-every-year.pdf&oq=%07files.consumerfinance.gov%2Ff%2F201207_cfpb_consumer-advisory_check-your-credit-score-every-year.pdf&aqs=chrome.0.69i59.2354j0j9&sourceid=chrome&ie=UTF-8
https://www.bbb.org/local-bbb/bbb-northwest-pacific
https://privacyrights.org/
https://callforaction.org/projects/identity-theft
https://download.cnet.com/windows/
https://www.killdisk.com/eraser.html
https://www.adaware.com/
https://www.consumer.ftc.gov/features/feature-0038-onguardonline
https://www.consumer.ftc.gov/features/feature-0014-identity-theft
https://www.ic3.gov/default.aspx
https://www.treasury.gov/about/organizational-structure/ig/Pages/OigOnlineHotlineForm.aspx
https://identitytheft.gov/Know-Your-Rights
https://www.consumer.ftc.gov/features/feature-0009-military-families
https://www.hhs.gov/hipaa/index.html
https://www.idtheftcenter.org/Fact-Sheets/fs-120.html

